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ABSTRACT The focus on secure software development has been growing steadily in all phases of the
software development life cycle. Security awareness in the requirements engineering stage of software
development is important in building secure software. One of the major issues faced by the software industry
is that many organizations undertake secure software development initiatives without knowing whether they
are ready to undertake them. Currently, there is no model to measure the readiness of security requirements
engineering in an organization. The objective of this paper is to develop a security requirements engineering
readiness model (SRERM) to enable organizations to assess their security requirements engineering (SRE)
readiness levels. In order to achieve this goal, a systematic mapping study was conducted to identify the
relevant studies in the SRE domain. A total of 104 primary studies were identified, and available evidence
was synthesized into 12 security requirements categories and 76 best practices to build a SRERM. Initially,
two case studies were conducted in order to evaluate the SRERM in a real-world environment. Based on the
outcomes of the two case studies, some modifications were proposed to further improve the SRERM. After
modifying the SRERM, two more case studies were conducted in order to evaluate the modifications made
to the SRERM. The case study results indicate that the SRERM has the ability to identify the readiness levels
of SRE in the software industry.
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